
 

READ FOR GOOD 
DATA PROCESSING AGREEMENT 
for Track My Read  
Date of update: 19 March 2026 
----------------------------------------------------------------------------------------------------------------------- 

 
This Data Processing Agreement is entered into with effect from the date of acceptance of Track My 
Read terms and conditions and incorporates the terms of this Data Processing Agreement. 
 
BETWEEN: 
 

(1)​ The Client, Adult, Teacher or School registered in the Track My Read platform (Controller) 
and 

(2)​ Read For Good (Charity Registration No. 1130309) whose registered office is at 26 
Nailsworth Mills Estate, Avening Road, Nailsworth, Stroud, GL6 0BS (Processor) 

 
 
BACKGROUND 
 
(A)​ The Controller agrees to share the Personal Data with the Processor for the purpose of the 

Processor providing a website , web-based application and mobile device application to 
support children in reading for pleasure. 

(B)​ This Data Processing Agreement (Agreement) sets out the terms, requirements, and 
conditions on which the Processor will process Personal Data under the services referred to 
at paragraph (A) above. This Agreement contains the mandatory clauses required by Article 
28(3) of the retained EU law version of the General Data Protection Regulation (EU) 
2016/679 (GDPR) for contracts between controllers and processors. 

 
AGREED TERMS 
 
1.​ Definitions and Interpretations 

In this Agreement, the following definitions and rules of interpretation apply: 
 
Business Purposes:  the description of business purposes as set out in Schedule 1 
 
Data Subject:  an individual who is the subject of Personal Data 
 
Data Protection Legislation: all applicable data protection and privacy legislation in force from 
time to time in the UK including without limitation the UK GDPR; the Data Protection Act 2018 
(and regulations made thereunder) (DPA 2018); and the Privacy and Electronic Communications 
Regulations 2003 (SI 2003/2426) (PECR) as amended. 
 
Personal Data: means any information relating to an identified or identifiable natural person 
that is processed by the Processor as a result of, or in connection with, the provision of the 
services referred to at paragraph (A) above: an identifiable natural person is one who can be 
identified, directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors specific to the 
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physical, physiological, genetic, mental, economic, cultural or social identity of that natural 
person. 
 
Processing, processes, and process:  either any activity that involves the use of Personal Data 
or as the Data Protection Legislation may otherwise define processing, processes, or process.  It 
includes any operation or set of operations which is performed on Personal Data or sets of 
Personal Data, whether or not by automated means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available alignment or combination, 
restriction, erasure, or destruction. 
 
Personal Data breach: a breach of security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure of, or access to, personal Data transmitted, stored, or 
otherwise processed. 
 
Sub-Processor: a third party data processor engaged by the Processor who has, or will have 
access to or process personal data of the Controller. 

 
1.2​ The Schedules form part of this Agreement and will have effect as if set out in full in the 

body of this Agreement.  Any reference to this Agreement includes the Schedules. 
1.3​ A reference to writing or written includes email but not faxes. 
1.4​ A reference to a statute or statutory provision is a reference to it as amended, extended, 

or re-enacted from time to time, and shall include all subordinate legislation made from 
time to time under that statute or statutory provision. 

1.5​ In the case of any contradiction, inconsistency, or other discrepancy between the terms of 
this Agreement and the terms of any other commercial agreement entered into between 
the parties, the terms of this Agreement will prevail. 

 
Service Agreement: means the application for a website account made by a person wishing to 
utilise Read for Good’s Track My Read service including acceptance of our terms and conditions.  
The service term shall be for as long as the account is active. 
 

2.​ Personal Data Types and Processing Purposes 
2.1​ The Controller and the Processor acknowledge that for the purpose of the Data Protection 

Legislation, the Controller is the controller and the Processor is the processor. 
2.2​ The Controller retains control of the Personal Data and remains responsible for its 

compliance obligations under the applicable Data Protection Legislation, including 
providing any required notices and obtaining any required consents, and for the 
processing instructions it gives to the Processor. 

2.3​ Schedule 1 sets out the subject matter, duration, nature and purpose of processing, types 
of Personal Data and Data Subjects in respect of which the Processor may process to fulfil 
the Business Purposes. 

 
3.​ Processor’s Obligations 

3.1​ The Processor will only process the Personal Data to the extent and in such a manner, as 
is necessary for the Business Purposes in accordance with the Controller’s written 
instructions.  The Processor will not process or use the Personal Data for any purpose or 
use it in a way that does not comply with this Agreement or the Data Protection 
Legislation.  The Processor must promptly notify the Controller if, in its opinion, the 
Controller’s instructions do not comply with the Data Protection Legislation.  
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3.2​ The Processor will only make copies of the Personal Data to the extent reasonably 
necessary for the Business Purposes. 

3.3​ Anonymous information will be used for analytical and statistical purposes to improve 
the service including performance. 

3.4​ Business Purposes will include anonymised data analysis, running back-ups, 
implementing security measures and processes for disaster recovery. 

3.5​ The Processor must promptly comply with any request or instruction from the Controller 
requiring the Processor to amend, transfer, delete or otherwise process the Personal 
Data, or to stop, mitigate or remedy any unauthorised processing. 

3.6​ The Processor will maintain the confidentiality of all Personal Data and will not disclose 
Personal Data to third parties unless the Controller or this Agreement specifically 
authorises the disclosure, or as required by law. If a law, court, regulator, or supervisory 
authority requires the Processor to process or disclose Personal Data, the Processor 
must first inform the Controller of the legal or regulatory requirement and give the 
Controller an opportunity to object or challenge the requirement, unless the law prohibits 
such notice. 

3.7​ The Processor will reasonably assist the Controller, at no additional cost to the 
Controller, with meeting the Controller’s compliance obligations under the Data 
Protection Legislation, taking into account the nature of the Processor’s processing and 
the information available to the Processor, including in relation to Data Subjects rights, 
data protection impact assessments and reporting to and consulting with supervisory 
authorities under the Data Protection Legislation.  

3.8​ The Processor must promptly notify the Controller of any changes to Data Protection 
Legislation that may adversely affect the Processor’s performance of the services 
referred to at paragraph (A), and the Processor must promptly notify the Controller if, in 
its opinion, the Controller’s instruction would not comply with the Data Protection 
Legislation. 

3.9​ The Processor shall only use those sub-processors listed in Schedule 1. Should a change 
of sub-processor occur, the Processor will notify the Controller of any intention to change 
or replace any existing sub-processors, or before engaging any new sub-processors. 

3.10​ The Controller may object to the appointment of a sub-processor within 30 working days 
of the Processor giving notice of a change to a sub-processor.  

3.11​ The Processor shall only use sub-processors listed in Schedule 1, subject to the following: 
3.11.1​The Processor shall notify the Controller of any intention to change or replace any 

existing sub-processors, or before engaging any new sub-processors. 
3.11.2​The Processor shall ensure that sub-processors are engaged on written terms and 

conditions no less stringent than those included within this agreement. 
3.11.3​Where the sub-processor fails to fulfil its obligations under the written agreement 

with the Processor, the Processor remains liable to the Controller for the 
sub-processor's performance of its agreement obligations. 

 
4.​ Processor’s Employees 

4.1​ The Processor will ensure that all employees who have access to the Personal Data: 
4.1.1​ are informed of the confidential nature of the Personal Data and are bound by 

confidentiality obligations and use restrictions in respect of the Personal Data; 
4.1.2​ have undertaken training on the Data Protection Legislation relating to handling 

Personal Data and how it applies to their particular duties; and  
4.1.3​ are aware both of the Processor’s duties and their personal duties and obligations 

under the Data Protection Legislation and this Agreement. 
5.​ Security 
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5.1​ The Processor must at all times implement appropriate technical and organisational 
measures against unauthorised or unlawful processing, access, disclosure, copying, 
modification, storage, reproduction, display, or distribution of Personal Data, and against 
accidental or unlawful loss, destruction, alteration, disclosure, or damage of Personal 
Data.  

5.2​ The Processor must implement such measures to ensure a level of security appropriate 
to the risk involved, including as appropriate: 
5.2.1​ The pseudonymisation and encryption of personal data; 
5.2.2​ The ability to ensure the ongoing confidentiality, integrity, availability and resilience 

of processing systems and services; 
5.2.3​The ability to restore the availability and access to personal data in a timely 

manner in the event of a physical or technical incident; and  
5.2.4​A process for regularly testing, assessing, and evaluating the effectiveness of 

security measures. 
 
6.​ Personal Data Breach 

6.1​ The Processor will promptly and without undue delay, and at the latest, within 72 hours, 
notify the Controller if any Personal Data is lost or destroyed or becomes damaged, 
corrupted, or unusable.  The Processor will restore such Personal Data at its own 
expense.  

6.2​ The Processor will immediately and without undue delay, and at the latest, within 72 
hours,  notify the Controller if it becomes aware of: 
6.2.1​Any accidental, unauthorised, or unlawful processing of the Personal Data 

(Unauthorised Processing); or 
6.2.2​ Any Personal Data Breach. 

6.3​ Where the Processor becomes aware of any Unauthorised Processing and/or a Personal 
Data Breach, it shall, without undue delay, and at the latest, within 72 hours, also provide 
the Controller with the following information: 
6.3.1​ Description of the nature of an Unauthorised Processing and/or Personal Data 

Breach, including the categories and approximate number of both Data Subjects 
and Personal Data records concerned; 

6.3.2​The likely consequences; and 
6.3.3​Description of the measures taken, or proposed to be taken, to address 

Unauthorised Processing and/or Personal Data Breach, including measures to 
mitigate its possible adverse effects. 

6.4​ Immediately following any Unauthorised Processing or Personal Data Breach, the parties 
will co-ordinate with each other to investigate the matter.  The Processor will reasonably 
co-operate with the Controller in the Controller’s handling of the matter, including: 
6.4.1​ Assisting with any investigation 
6.4.2​Providing the Controller with physical access to any facilities and operations 

affected; 
6.4.3​Facilitating interviews with the Processor’s employees, former employees and 

others involved in the matter; 
6.4.4​Making available all relevant records, logs, files, data reporting and other materials 

required to comply with all Data Protection Legislation or as otherwise reasonably 
required by the Controller; and 

6.4.5​Taking reasonable and prompt steps to mitigate the effects and to minimise any 
damage resulting from the Personal Data Breach or Unauthorised Processing. 

6.5​ The Processor will not inform any third party of any Personal Data Breach without first 
obtaining the Controller’s prior written consent, except when required to do so by law. 
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6.6​ The Processor agrees that the Controller has the sole right to determine: 
6.6.1​ Whether to provide notice of the Unauthorised Processing or Personal Data Breach 

to any Data Subjects, supervisory authorities, regulators, law enforcement agencies 
or others, as required by law or regulation or in the Controller’s discretion, 
including the contents and delivery method of the notice; and 

6.6.2​Whether to offer any type of remedy to affected Data Subjects, including the nature 
and extent of such remedy. 

6.7​ The Processor will cover all reasonable expenses associated with the performance of the 
obligations under clause 6.2 and clause 6.4 unless the matter arose from the Controller’s 
specific instructions, negligence, wilful default, or breach of this Agreement, in which case 
the Controller will cover all reasonable expenses. 

6.8​ The Processor will also reimburse the Controller for actual reasonable expenses that the 
Controller incurs when responding to Unauthorised Processing or a Personal Data Breach 
to the extent that the Processor caused such, including all costs of notice and any remedy 
as set out in clause 6.6 subject to: 
6.8.1​ Expenses being limited to 10 x the value of the associated contract. 

 
7.​ Transfers of Personal Data 

7.1​ Personal Data transferred by the Controller to the Processor for the purpose of this 
Agreement shall be done so securely via: 
7.1.1​ Website login and upload page;  

7.2​ The Processor (or any sub-processor) must not transfer or otherwise process Personal 
Data outside the UK or European Economic Area (EEA) without obtaining the Controller’s 
prior written consent. 

7.3​ Where such consent is granted under clause 7.2, the Processor may only process, or 
permit the processing, of Personal Data outside the UK or EEA under the following 
conditions: 
7.3.1​ The processor has provided appropriate safeguards in relation to the transfer; 
7.3.2​ The Data Subject has enforceable rights and effective legal remedies; 
7.3.3​ The Processor complies with its obligations under the Data Protection Legislation 

by providing an adequate level of protection to any Personal Data that is 
transferred; and 

7.3.4​ The Processor complies with reasonable instructions notified to it in advance by 
the Controller with respect to the processing of the Personal Data. 

 
8.​ Sub-contractors 
The Processor shall not sub-contract any of its rights or obligations under this Agreement, except 
as provided by Clauses 3.9 - 3.11 above.  

 
9.​ Complaints, Data Subject Requests and Third Party Rights 

9.1​ The Processor must, at no additional cost, take such technical and organisational 
measures as may be appropriate, and promptly provide such information to the Controller 
as the Controller may reasonably require, to enable the Controller to comply with: 
9.1.1​ The rights of the Data Subjects under the Data Protection Legislation, including 

subject access rights, the rights to rectify and erase personal data, object to the 
processing and automated processing of personal data, and restrict the processing 
of personal data; and 

9.1.2​ Information or assessment notices served on the Controller by any supervisory 
authority under the Data Protection Legislation. 
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9.2​ The Processor must notify the Controller immediately if it receives any complaint, notice 
or communication that relates directly or indirectly to the processing of the Personal Data 
or to either party’s compliance with the Data Protection Legislation. 

9.3​ The Processor must notify the Controller within 48 hours if it receives a request from a 
Data Subject for access to their Personal Data or to exercise any of their related rights 
under the Data Protection Legislation. 

9.4​ The Processor will give the Controller its co-operation and assistance in responding to any 
complaint, notice, communication, or Data Subject request. 

9.5​ The Processor must not disclose the Personal Data to any Data Subject or to a third party 
other than at the Controller’s request or instruction, as provided for in this Agreement or 
as required by law. 

 
10.​Term and Termination 

10.1​ This Agreement will remain in full force and effect so long as: 
10.1.1​ the Processor processes Personal Data on behalf of the Controller in connection 

with this Agreement and/or 
10.1.2​ the Processor retains any Personal Data in its possession or control (Term). 

10.2​ The Processor’s failure to comply with the terms of this Agreement is a material breach of 
the services referred to at paragraph (A).  In such an event, the Controller may terminate 
the services referred to at paragraph (A) effective on 30 days written notice to the 
Processor without further liability or obligation. 

10.3​ If the Controller fails to pay any fees within the terms stated within the agreement, the 
Controller authorises the Processor to delete any information held within their possession 
after six months from non-payment.​  

10.4​ If a change in any Data Protection Legislation prevents either party from fulfilling all or 
part of the services referred to at paragraph (A), the parties will suspend the processing of 
Personal Data until that processing complies with the new requirements.  If the parties are 
unable to bring the Personal Data processing into compliance with the Data Protection 
Legislation within 30 days, they may terminate the services referred to at paragraph (A) on 
written notice to the other party. 

 
11.​ Data Return and Destruction 

11.1​ 11.1​ Subject to 10.3, at the Controller’s request, the Processor will give the Controller a 
copy of or access to all or part of the Controller’s Personal Data in its possession or 
control in the format which the Controller provided the Personal Data to the Processor. 

11.2​ Within 14 days following termination or expiration of this Agreement, the Processor shall, 
at the direction of the Controller, (a) comply with any other agreement made between the 
parties concerning the return or destruction of the Personal Data, or (b) return and not 
retain all Personal Data passed to the Processor by the Controller for processing, or (c) on 
receipt of instructions from the Controller, securely delete or destroy all such Personal 
Data unless prohibited from doing so by any of the laws of the United Kingdom 
(Applicable Laws). 

11.3​ The Controller understands and agrees that for statistical and research purposes the 
Processor shall retain an anonymised copy of reading activity logged on the website, and 
that the Controller will notify users of this fact in their privacy notices.  

11.4​ If any law, regulation or government or regulatory body requires the Processor to retain 
any documents or materials that the Processor would otherwise be required to return or 
destroy, it will notify the Controller in writing of that retention requirement, giving details 
of the documents or materials that it must retain, the legal basis for retention, and 
establishing a specific timeline for destruction once the retention requirement ends. 
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12.​Records 
12.1​ The Processor will keep detailed, accurate and up to date written records regarding any 

processing of Personal Data it carries out for the Controller, including but not limited to, 
the access, control and security of the Personal Data, approved sub-processors and 
affiliates, the processing purposes, categories of processing, any transfers of personal 
data to a third country and related safeguards, and a general description of the technical 
and organisational measures referred to in clause 5.1 (Records). 

12.2​ The Processor will ensure that the Records are sufficient to enable the Controller to verify 
the Processor’s compliance with its obligations under this Agreement and the Processor 
will provide the Controller with copies of the Records upon request. 

 
13.​Audit 

13.1​ The Processor will permit the Controller and its third-party representatives to audit the 
Processor’s compliance with its Agreement obligations, on at least 14 days’ notice, during 
the Term. The Processor will give the Controller and its third-party representatives all 
necessary assistance to conduct such audits. The assistance may include, but is not 
limited to: 
13.1.1​ physical access to, remote electronic access to, and copies of the Records and any 

other information held at the Processor’s premises or on systems storing Personal 
Data; 

13.1.2​ access to and meetings with any of the Processor’s personnel reasonably 
necessary to provide all explanations and perform the audit effectively; and 

13.1.3​ inspection of all Records and the infrastructure, electronic data or systems, 
facilities, equipment, or application software used to store, process or transport 
Personal Data. 

13.2​ The notice requirements in clause 13.1 will not apply if the Controller reasonably believes 
that a Personal Data Breach occurred or is occurring, or the Processor is in breach of any 
of its obligations under this Agreement or any Data Protection Legislation. 

13.3​ If a Personal Data Breach occurs or is occurring, or the Processor becomes aware of a 
breach of any of its obligations under this Agreement or any Data Protection Legislation, 
the Processor will: 
13.3.1​ promptly conduct its own audit to determine the cause; 
13.3.2​ produce a written report that includes detailed plans to remedy any deficiencies 

identified by the audit; 
13.3.3​ provide the Controller with a copy of the written audit report; and 
13.3.4​ remedy promptly any deficiencies identified by the audit.  

13.4​ The Processor retains the right to limit access to commercially sensitive information, or 
information containing trade secrets. 

  
The Processor will promptly address any exceptions noted in the audit reports with the development 
and implementation of a corrective action plan by the Processor. 

 
14.​Warranties 

14.1​ The Processor warrants and represents that: 
14.1.1​ its employees, subcontractors, agents and any other person or persons accessing 

Personal Data on its behalf have received the required training on the Data 
Protection Legislation relating to the Personal Data; 

14.1.2​ it and anyone operating on its behalf will process the Personal Data in compliance 
with this Agreement, the Data Protection Legislation and other laws, enactments, 
regulations, orders, standards, and other similar instruments; 
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14.1.3​ it has no reason to believe that the Data Protection Legislation prevents it from 
complying with any of its obligations under the services referred to at paragraph 
(A); and 

14.1.4​ considering the current technology environment and implementation costs, it will 
take appropriate technical and organisational measures to prevent the 
unauthorised or unlawful processing of Personal Data and the accidental loss or 
destruction of, or damage to, Personal Data, and ensure a level of security 
appropriate to: 
(a)​ the harm that might result from such unauthorised or unlawful processing or 

accidental loss, destruction, or damage; 
(b)​ the nature of the Personal Data protected; and 
(c)​ comply with all applicable Data Protection Legislation and its information and 

security policies, including the security measures required in clause 5.1. 
14.2​ The Controller warrants and represents that the Processor’s expected use of the Personal 

Data for the Business Purposes and as specifically instructed by the Controller will comply 
with the Data Protection Legislation, and especially the data protection principles of 
fairness, lawfulness and transparency, purpose limitation, data minimisation, accuracy and 
storage limitation. 

 
15.​Indemnification 

15.1​ The Processor agrees to indemnify, keep indemnified and defend at its own expense the 
Controller against all reasonable costs, claims, damages, or expenses incurred by the 
Controller or for which the Controller may become liable due to any failure by the 
Processor or its employees, subcontractors or agents to comply with any of its obligations 
under this Agreement or the Data Protection Legislation.  

15.2​ The Controller agrees to indemnify, keep indemnified and defend at its own expense the 
Processor against all reasonable costs, claims, damages, or expenses incurred by the 
Processor or for which the Processor may become liable due to any failure by the 
Controller or its employees, subcontractors or agents to comply with any of its obligations 
under this Agreement or the Data Protection Legislation.  

 
16.​Notice 

16.1​ Any notice or other communication given to a party under or in connection with this 
Agreement must be in writing and delivered to the party named in the Service Agreement. 

16.2​ Clause 16.1 does not apply to the service of any proceedings or other documents in any 
legal action or, where applicable, any arbitration or other method of dispute resolution. 

 
This Data Processing Agreement is entered into with effect from the date of the associated Service 
Agreement. Acceptance of the Service Agreement incorporates the terms of this DPA. 
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SCHEDULE 1 
PURPOSE AND DETAIL OF THE PROCESSING OF PERSONAL DATA 

 
1.​ Subject Matter of Processing 
The processing of Personal Data wholly or partly by automated means to maintain a record of 
children and young people (or any persons) and their teachers/schools/organisations/individuals 
with the aim of encouraging children to enjoy books and read more. 
 
2.​ Duration of Processing 
The Services are to be carried out during the term of the Service Agreement and whilst the User has 
a Track My Read account. 
 
3.​ Nature of the Processing 
To record details of teachers or adults who will create a reading community for their 
school/organisation/group into which they will enter details of children/individuals who they are 
supporting to read. A record of the logins and reading activity and progress of each person will be 
maintained.  
 
4.​ Business Purpose and lawful basis of processing 

i)​ To supply the services under the services referred to at paragraph (A). 
ii)​Subject to the Data Subject’s interests and fundamental rights not being overridden, the 

Controller shall rely upon their legitimate interests to process personal data, or obtain consent 
from a parent, guardian or responsible adult to share data with the Processor. 

iii)​Explicit Consent or other legal obligation founded in UK law is required to process special 
category data about a child. 

 
5.​ Categories of Personal Data 
The following data categories provided to the Processor: 

Teacher or Adult 
-​ Title and Full Name 
-​ School / Organisation 
-​ Email Address 
-​ Job Title 

Child 
-​ First name and surname 
-​ Class / Year group 
-​ School 
-​ Books/material read including reading duration and feedback including a rating, feeling 

icons, reader’s thoughts 
 
6.​ Data Subject Types 

-​ Teachers 
-​ Adults 
-​ Parents / Guardians / Responsible adult 
-​ Children and young people 

 
7.​ Sensitive Personal Data / Special Category Data 

-​ Data Subjects can submit free text notes on their response to the book/item read, which may 
include some reference in feedback to personal challenges such as dyslexia, ADHD 
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8.​ Sub-Processors 
-​ Amazon Web Servers (AWS) 
-​ Outlandish (web developer) 
-​ Salesforce (CRM database) 
-​ Google (for log in only) 
 

9.​ Data transfers 
-​ No international data transfers to insecure third countries take place 

 
10.​Additional security standards and measures 

-​ The Processor only has access to pseudonymised personal data on children 
-​ For technical support and business continuity purposes sub-processors have access to all 

Controller data 
-​ Data is encrypted during transfers and when at rest 
-​ User Logins may be suspended if inactive for over 6 months 

 
11.​ Other considerations 

-​ Any person who first registers their school/organisation on Track My Read will be required to 
approve the next subsequent Admin User 

-​ Any Admin User can approve further admin users  
-​ All Admin Users can view, edit, add or delete a Data Subject within their account 
-​ The Processor must be informed when the Admin User account is no longer required and/or 

when the Admin User should no longer have access to the account data 
​ ​ ​ ​ ​ ​ ​  
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